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Groei BGP-tabel
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BGP-ontwikkelingen

• We draaien al > 20 jaar BGP-4

• zelfs IPv6 over BGP-4 ook al is BGP-4 
ouder dan IPv6!

• Actueel: beveiliging

• RPKI

• BGPSEC



IPv6



Status IPv4Feb 2011

Apr 2011: final /8

Sep 2012: final /8

Jun 2014: final /10

July 2015: waitlist
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IPv6
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IPv6 adresconfiguratie

• Vanaf het begin: stateless autoconfig: router 
advertisement + MAC-adres

• Later: privacy-adressen: router 
advertisement + willekeurig nummer

• (Nog later: router advertisement + hash 
over public key)

• Veel later: DHCPv6



RA flags and DHCPv6
M O Prfx A Result
0 0 - default gw but no address
0 0 yes 0 default gw but no address
0 0 yes 1 working IPv6 but no DNS
0 1 - default gw + DNS but no address
0 1 yes 0 default gw + DNS but no address
0 1 yes 1 working IPv6
1 0 - address+DNS, no subnet length (may not work)
1 0 yes 0 working IPv6
1 0 yes 1 working IPv6, 2 addresses
1 1 - address+DNS, no subnet length (may not work)
1 1 yes 0 working IPv6
1 1 yes 1 working IPv6, 2 addresses



WTF?

Router 
advertisements??

Geen NAT??



Aaargghh!

Communicatie tussen 
router- en 

servermensen??



Zonder NAT kan 
iedereen m'n adres 

zien!



Als hosts hun 
eigen adres maken 
weet ik niet wie 

achter welk adres 
zit!



NAT breekt veel 
protocollen!

End-to-end is beter

Geen default gateway in 
DHCPv6: fate sharing
(veel minder kans op 

fouten)

illustraties door Nitrozac



Address notation
• Zero compression for one contiguous range of zeros:

• 2001:db8:31:0:0:0:0:1 → 2001:db8:31::1
• 2001:db8:0:0:ff:0:0:1 → 2001:db8::ff:0:0:1 or 

2001:db8:0:0:ff::1, not 2001:db8::ff::1
• Localhost: 0:0:0:0:0:0:0:1 → ::1
• Unspecified address: 0:0:0:0:0:0:0:0 → ::

Online tools

• RADB whois: http://www.radb.net/query/
• RIPE whois: http://apps.db.ripe.net/search/query.html
• ARIN whois: http://whois.arin.net/ui/advanced.jsp
• IEEE OUI: http://standards.ieee.org/develop/regauth/

oui/public.html
• Calculators:

• http://kloth.net/services/ 
• http://grox.net/utils/ipv6.php 
• http://www.ipuptime.net/ipCalc.aspx 

bit 127
0010 0000 0000 0001 0000 1101 1011 1000 0000 0000 0011 0001 1101 1110 1010 1101 1011 1110 1110 1111 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100

2 0 0 1 0 d b 8 0 0 3 1 d e a d b e e f 1 2 3 4 5 6 7 8 9 a b c

1111 1101 0010 1101 1100 1111 0110 1010 0110 0000 0010 0010

f d 2 d c f 6 a 6 0 2 2

Unique site-local (ULA): fc00::/7

1111 1110 1100

f e c

Old site-local: fec0::/10 (deprecated)

1111 1110 1000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000

f e 8 0 0 0 0 0 0 0 0 0 0 0 0 0

Link-local: fe80::/10

bit 0

0010 0000 0000 0001 0000 0000 0000 0000 1100 0000 0000 0000 0000 0010 1010 1101 1000 0000 0000 0000 0011 0010 0001 0000 0011 0101 0010 0110 0011 1111 1001 0111

2 0 0 1 0 0 0 0 c 0 0 0 0 2 a d 8 0 0 0 3 2 1 0 3 5 2 6 3 f 9 7

0010 0000 0000 0010 1100 0000 0000 0000 0000 0010 0011 0001

2 0 0 2 c 0 0 0 0 2 3 1

0010

2

1111 1111

f f

Multicast: ff00::/8

Global unicast: 2000::/3

6to4 tunneling: 2002::/16 + IPv4 address

Teredo tunneling: 2001:0::/32 + IPv4/flags/port/IPv4

0000 0000 0110 0100 1111 1111 1001 1011 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 1100 0000 0000 0000 0000 0010 1011 1100

0 0 6 4 f f 9 b 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 c 0 0 0 0 2 b c

0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 1111 1111 1111 1111 1100 0000 0000 0000 0000 0010 1011 1100

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 f f f f c 0 0 0 0 2 b c

1011 1110 1110 1111 0001 0010 1111 1111 1111 1110 0111 1000 1001 1010 1011 1100

b e e f 1 2 f f f e 7 8 9 a b c

MAC address

IPv4-mapped: ::ffff:0:0/96 + IPv4 (not on the wire!)

NAT64 well-known: 64:ff9b::/96 + IPv4

1011 1100 1110 1111 0001 0010 0111 1000 1001 1010 1011 1100

b d e f 1 2 7 8 9 a b c

Interface identifier

IPv6 capabilities
OS Autoconfig DHCPv6 Tunnels RA RDNSS

Windows XP yes no 6to4/Teredo no

Windows Vista yes yes 6to4/Teredo no

Windows 7 yes yes 6to4/Teredo no

Mac OS 10.6 yes no 6to4 no

Mac OS 10.7 yes yes 6to4 yes

iOS 4.3 yes yes no yes ?

FreeBSD yes yes 6to4* no

Linux yes yes 6to4* no

IPv6 defaults
OS Link local Autoconfig DHCPv6 Tunnels

Windows XP no no no no

Windows Vista yes yes yes 6to4/Teredo

Windows 7 yes yes yes 6to4/Teredo

Mac OS 10.6 yes yes no no

Mac OS 10.7 yes yes yes no

iOS 4.3 yes yes yes no

FreeBSD yes depends depends no

Linux yes depends depends no

IPv6 Address Space
First Bits Prefix Purpose

000 ::/3 Special uses

001 2000::/3 Global unicast

01 - 1111 1011 4000::/2 - fb00::/8 Reserved

1111 1100 fc00::/8 Unique site local

1111 1110 10 fe80::/10 Link local

1111 1110 11 fec0::/10 Old site local

1111 1111 ff00::/8 Multicast

IPv6 cheat sheet

World IPv6 Launch — June 6, 2012
"the future is forever"

http://www.worldipv6launch.org/



Transition: dual stack

IPv4 dual stack IPv6

YOU ARE HERE



Transition: translation

IPv4 dual stack IPv6
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        Stateful NAT64: Network Address and Protocol Translation
                   from IPv6 Clients to IPv4 Servers

Abstract

   This document describes stateful NAT64 translation, which allows
   IPv6-only clients to contact IPv4 servers using unicast UDP, TCP, or
   ICMP.  One or more public IPv4 addresses assigned to a NAT64
   translator are shared among several IPv6-only clients.  When stateful
   NAT64 is used in conjunction with DNS64, no changes are usually
   required in the IPv6 client or the IPv4 server.



Terminologie:

• NATXY: NAT van X naar Y:

• NAT44: IPv4 → IPv4 (zoals thuis)

• NAT64: IPv6 → IPv4

• NAT46: IPv4 → IPv6

• NAT444: IPv4 → IPv4 → IPv4 (door 
ISP) ook: CGN, Carrier Grade NAT

• NAT66: IPv6 → IPv6...



Hoe werkt het?



DNS64

• Gewone DNS-server:

• V: IPv6 adres van example.com?

• A: bestaat niet

• DNS64:

• V: IPv6-adres van example.com?

• A: Pref64 + IPv4-adres



DNS64 (2)

• Pref64: een prefix die naar het NAT64-
apparaat wijst

• gewoonlijk: 64:FF9B::/96

• dus 192.0.2.31 wordt 64:ff9b::c000:21f



De NAT64

• De Pref64 wordt naar de "translator" / 
converter gerouteerd

• Dus pakketten naar 64:ff9b::c000:21f gaan 
naar de NAT64

• NAT64 vertaalt IPv6 naar IPv4

• 64:ff9b::c000:21f →192.0.2.31

• NAT64 doet dan standaard IPv4 NAT



Beperkingen

• Werkt alleen:

• van IPv6 clients

• naar IPv4 servers

• Applicatie moet IPv6-compatible zijn

• (dus geen Skype!)

• Werkt niet met IPv4-adressen in URL



DS-Lite en 464XLAT

• DS-Lite:

• ISP (of bedrijfsnetwerk) runt IPv6, maar ook 
grote IPv4 NAT

• eindgebruikers sturen IPv4-pakketten die 
getunneld worden over IPv6, dan geNAT

• Dus compatible met IPv4-only apparaten/
applicaties

• 464XLAT:

• zie DS-Lite maar pakketten worden in API 
onderschept



iljitsch@bgpexpert.com


